The following security alert was issued by the Information Security Division of the Mississippi Department
of ITS and is intended for State government entities. The information may or may not be applicable to the
general public and accordingly, the State does not warrant its use for any specific purposes.

DATE ISSUED: April 16, 2013
SUBJECT: New Oracle Quarterly Critical Patches Issued April 16, 2013

Critical patches were just released by Oracle as part of its quarterly patch release program. According to
Oracle, the following products are affected:

e Oracle Database 11g Release 2, versions 11.2.0.2, 11.2.0.3

» Oracle Database 11g Release 1, version 11.1.0.7

» Oracle Database 10g Release 2, versions 10.2.0.4, 10.2.0.5

e Oracle Application Express, versions prior to 4.2.1

* Oracle Containers for J2EE, version 10.1.3.5

* Oracle COREid Access, version 10.1.4.3

* Oracle GoldenGate Veridata, version 3.0.0.11

* Oracle HTTP Server, versions 10.1.3.5.0, 11.1.1.5.0, 11.1.1.6.0
»  Oracle JRockit, versions R27.7.4 and earlier, R28.2.6 and earlier
» Oracle Outside In Technology, versions 8.3.7, 8.4.0

e Oracle WebCenter Capture, version 10.1.3.5.1

* Oracle WebCenter Content, versions 10.1.3.5.1, 11.1.1.6.0

» Oracle WebCenter Interaction, versions 6.5.1, 10.3.3.0

* Oracle WebCenter Sites, versions 7.6.2, 11.1.1.6.0, 11.1.1.6.1

e Oracle WebLogic Server, versions 10.0.2, 10.3.5, 10.3.6, 12.1.1
» Oracle Web Services Manager, version 11.1.1.6

» Oracle E-Business Suite Release 12i, versions 12.0.6, 12.1.1, 12.1.2, 12.1.3
* Oracle E-Business Suite Release 11i, version 11.5.10.2

» Oracle Agile EDM, versions 6.1.1.0, 6.1.2.0, 6.1.2.2

» Oracle Transportation Management, versions 5.5.05, 6.2

e Oracle PeopleSoft HRMS, version 9.1

e Oracle PeopleSoft PeopleTools, versions 8.51, 8.52, 8.53

* Oracle Siebel CRM, versions 8.1.1, 8.2.2

» Oracle Clinical Remote Data Capture Option, versions 4.6.0, 4.6.6
* Oracle Retail Central Office, versions 13.1, 13.2, 13.3, 13.4

e Oracle Retail Integration Bus, versions 13.0, 13.1, 13.2

» Oracle FLEXCUBE Direct Banking, versions 2.8.0 - 12.0.1

» Primavera P6 Enterprise Project Portfolio Management, versions 7.0, 8.1, 8.2
e Oracle and Sun Systems Product Suite

e Oracle Sun Middleware Products

* Oracle MySQL Server, versions 5.1, 5.5, 5.6

» Oracle Automatic Service Request, versions prior to 4.3.2

Additional information can be obtained by visiting:

http://www.oracle.com/technetwork/topics/security/cpuapr2013-1899555.html




